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I. Server Overview

1. Client Server architecture

architecture is based on a client-server model.

Sever is composed of two main features:

= Account server (connection, licenses, user and work spaces management)
= Data server (all projects data)

—

arKltect Client

Data server

Account server and data sever can be installed on two different physical machine or on the same
machine.
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2. Hardware Minimum Requirements

Accounts Server

Specification = Recommended Minimal
Processor 2 Cores, 2.33 Ghz @ 2 Cores, 2.0 GHz
RAM 8 GB 4GB

Hard disk 10 GB 10 GB

Data Server

Specification  Recommended Minimal
Processor 6 Cores, 3.0 GHZ 2 Cores, 2.0 GHz
RAM 32 GB 8 GB

Hard disk 1TB 200 GB

Client

Specification Recommended Minimal

Processor 2.0 GHZ 1.0 GHz
RAM 2 GB 1GB
Hard disk 1Gb 500 Mo
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3. Software Minimum Requirements

Accounts Server

Specification Minimal Version
Windows Windows Server 2012

SQL server SQL server express 2012

1S Internet Information Services 7.5

ASP .NET v2.0 Microsoft .NET Framework 2.0

Data Server

Specification Minimal Version
Windows Windows Server 2012

SQL server SQL server Web 2012

s Internet Information Services 7.5

ASP .NET v2.0 Microsoft .NET Framework 2.0

Client

Specification = Minimal Version
Windows Windows 10
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II. Prerequisites
1. Internet Information Services

Internet Information Services can be installed, using "Administration tools -> Server Manager -> Roles" or

"Add/Remove Windows Component" in "Add/Remove Programs" application (Windows distributive is needed.
On OVH servers, distributive is in C:\I386 directory).

e Click on Add Roles link

& _server Manager [_[O] A |
File  Action View Help
5| x=H

E8iRoles
ﬁ:j Features ;g
_j Diagnastics & . View the health of the roles installed on your server and add ar remove roles and Features,
jﬁ CorFiguration )
=5 Storage

~ | Roles Summary E Fuoles Summary Help

~! Roles: 0of 17 installed o Ad%Ro\es
e Rebtve Roles

e On "Server Roles" tab, Select Server Web (IIS) and click on "Next"

i Add Roles Wizard l

%S}_’ Select Server Roles

Before ‘ou Begin

Select one or more roles ko install on this server,

& Roles: Description:
Weh Server (T15) [] active Directary Certificate Services Web Server (II5) provides a reliable,

manageable, and scalable Web

Role Services [ Active Directory Domain Services application infrastructure.

D Active Directory Federation Services

|:| Active Directory Lightweight Directory Services
Progress D Active Directory Rights Management Services
Results ] application Server

[ DHCP Server

D DMS Server

[ Fax Server

[] File Services

[ Hyper-y

[ Metwark Policy and Access Services

[] Print and Document Services

D Remoate Deskkop Services

5 y (I15)

[ Windows Deplayment Services

[] windows Server Update Services

Confirmation

More about server roles

< Previous | Iext = i I Inistall Cancel

Copyright © 2023-2024 SKISS. Tous droits réservés.



e Roles Service: keep default values and add ASP.NET then click on "Next"

Add Roles ard

Select Role Services

Before You Begin Select the role services ko install For Web Server (T1S5):

Server Roles Role services:

Descripkion:

Web Server (115) = [E web Server
= [E Comman HTTP Features

[] static Conkent

Confirmation [/] Default Document
Progress E Directary Browsing
Results [¥] HTTP Errars

[[] HTTP Redirection

[] webDay Publishing
=l [E Application Development

[¥] ase.MET

[¥] MET Extensibility

[ ase

[ car

[¥] 1S4PT Extensions

[4] ISAPI Filkers

[] server Side Includes
=l [E Health and Diagrostics

[4] HTTP Logging

[] Logging Toals

[¥] Request Manitor

[ Tracing

More sbout role services

ASP.MET provides a server side object
oriented programming environment
For building Web sites and Web
applications using managed code,
ASP.MET is nat simply a new version
of ASP. Having been entirely re-
architected ta pravide a highly
productive programming experience
based on the .MET Framewark,
ASP.MET provides a robust
infrastructure for building web
applications,

il

< Previous I Nexk = Eg Inistal Cancel

e Click on "Install"

Add Roles Wizard [ %]

Confirm Installation Selections

EBefore You Begin

Ta install the Following roles, role services, or features, click Install,

Server Roles .
) Zinformational messages below
‘Web Server (115)

Role Services

) Web Server {IIS)

Progress

Restlts CPU usage
Web Server

Cormmaon HTTP Features
Static Content
Default Docurment
Directory Browsing
HTTP Errors

Application Development
ASP.MET

\MET Extensibility
ISAPI Extensions
ISAPI Filters

Health and Diagnostics
HTTP Logging

Request Maonitor
ey

Print, e-mail, or save this information

< Previous

) This server might need to be restarted after the installation completes,

Find out more about Windows System Resource Manager (WSRIM) and how it can help optimize

Iexk = | Install ! Cancel
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2. Microsoft SQL Server

Minimal SQL Server version : SQL Server 2012 Web edition

Authentication : SQL Mixed (SQL + Win)
User must be added with full rights :

= NT AUTHORITY\NETWORK SERVICE (AUTORITE NT\SERVICE RESEAU if server is French)
* NT AUTHORITY\IUSR (AUTORITE NT\IUSR if server is French)

3. Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.6161

Install Package redistributable Microsoft Visual C++ 2008 MFC(NB we need the package which is compatible
with arkiLicence.dll, usually we compile sources under the latest libraries, so here is the link to 9.0.30729.6161
libraries set http://www.microsoft.com/en-us/download/details.aspx?id=26368

we need x86 version

4. Python 2.7

e Install python 2.7 (standard installation)

https://www.python.org/download/releases/2.7/

we need x86 version

e |nstall pyodbc

pip install pyodbc
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5. SVN

Attachment and images are now versioned on Subversion.

e Download TortoiseSVN .
e |Install it: don't not forget to include command line client tools

]3 TortoiseSVN 1.8.10.26129 (32 bit) Setup 5]

Custom Setup
Pick an install location and which features you want.

Click on the icons in the tree below to change the way features will be installed.

3 Feature Descripton ———————
e @I TortoiseSVN The svn command line dient tools
- Additional icon sets

command line dient tool

Will be installed on local hard drive
()8 Entire a.k e will be installed on local hard drive

=) Feature will be installed when required

X  Entire feature will be unavailable

[0

Brawse |

DiskUsage |  <Back [ mext> |  cancel |
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III. Server Installation

1. Configure IIS server

1.1. Extract data and add authorized users

e  Copy Main Server\inetpub \*.* to standard IIS folder (i.e. C:\Inetpub\wwwroot\.)
e Copy Data Server\inetpub \*.* to standard IIS folder (i.e. C:\Inetpub\wwwroot\.)
e Right click on C:\Inetpub\wwwroot folders, select « Properties »

é\-) < ‘ ~ Computer ~ Windows (C:) ~ inetpub +

Organize ¥ - Open Includeinlibrary v  Sharewith v  New folder

g s Name ~ Date modified
 Favorites
B Desktop custerr 3/17{2015 4:39 PM
4 Downloads A history 3/17/2015 5:51 PM
i Recent Places logs 3{17/2015 4:39 PM
temp 3{17/2015 4:39 PM
4 Libraries -

|| Documents Open
3 Music Open in new window
(] Pictures Share with »
B videos Restore previous versions
Include in library >
1% Computer Send to »
€ Network au
Copy.
Create shortcut
Delete
Rename

e On the Security Tab, click on "Edit" button

|# wwwroot Properties E

| Genelall Sharing  Security | Previous Wersiang | Customize'
Object name:  C:hinetpubhwiwroot

G[DUD or User names;
52, CREATOR DWNER
82, SVSTEM

52, Administrators [vMI 37269 Administrators)
G2 1 lsmrs Mkl 372RAN Loarsl
d

Fo.

To change permizzions, click Edit. Edit.
Permizzions for [1S_ILISRS Allowe Deny
Full contral + =
b adify +
Read & execute +
List folder contents i
Fead s b
‘wrike: + b

For special permizsions or advanced settings, Advanced |
click Advanced.

Learn about sccess control and permissions

QK I Cancel | Apply |
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file:///C:/Users/Angelo/Downloads/Data+server+setup+documentation.doc%23Dataserversetupdocumentation-ConfigureI

e Click on "Add" button

l Permissions for wwwroot

Security |
Object name:  C:hinetpubhwwwroot

GIDUD Or Lzl Names:

B2 CREATOR OWMER

52, 5YSTEM

‘ﬁ_.&dministratols [wmil 727 3 administrators)
:&7, Uszers (vl 7273 zers]

52, Trustedinstalles

Add... Remaove |
Permizzions for CREATOR
OwWHER Allaw Deny
Full contral O o =
M odify O O
Read & execute O a
Lizt folder contents O o —
Read O O -
Learn about access control and permigsions
)4 | Cancel | Apply I
e Click on "Advanced" button
Select Users or Groups
Select this object twpe:
ILIsers, Groups, or Built-in security principals
From this location:
Ivmi1 7273
Enter the object names to select [examples]:
I
]

Advancj:l ¥ |

7]

Object Types. ..

Locations. ..

Check Hames

| Cancel

W
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e Click on "Find New" button

Select Users or Groups

Select thiz object type:

ILIserS, Groups. or Buil-in security principals

Frar thiz location:

Ivmﬂ 7273

Comrmon Queries |

[ ame:

Description: | Starts with 7] |

™| Dizabled accounts
™| Hon expiting password

[Mayz since |azt logan: I VI

IStarts with j I

Search rezults:

)4

K E3
Object Types. . |
Locations. .. |

[Ealurmmz,. |

Find Mow
Stop

e  Find and select IIS_IUSRS, then click on "OK"

Select Users or Groups

Select thiz object type:

ILIsers, Groupsz, or Built-in security principalz

Frarm thiz location:

Ivmi1 7273

Carmman Quenies |

Marme:; IStarts with j I

D escription: IStarts withj I

[” | Dizabled accounts
™ WNan espiing password

Object Types... |
Locations. .. |

Lolumms. . |

Find Mow

Stop

i

[Mayz since last logor: I 'I f_,_'
0Ok Cancel |
Search results:
Mame [RDM] | In Folder -]
2, COMSOLEL...
83 CREATORG...
B2 CREATORD...
%Er}lptoglaphic... wmil 7273
2, DlaLUP
2 Distibuted C... wmi17273
82 Event LogRe... »mi17273
_Q,L Eweryone
25 Guest wmi17273
82 Guests wmi17273
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e Click on button "OK"

e  Set Full control to this user

. Permissions for wwwroot |

SecLrity I
Object name:  C:hinetpub'wasaroot

Gn:uup ar User name:s:

‘-‘ﬂ" CREATOR MwHER

52, 5YSTEM

w,ﬂdministraturs [vernil 727 3 Admimztratars)]
E\E”SJUSHS [wernil P27 NS _IUSRS]

52 Usgers [vmnil 7273 sers)

52, Trustedinstaller

Add | Rernove |
Permigsions for [15_IUSRKS Al Dreny
Full cortral % O =
Madify O
Fiead & execute O
List folder contents O —
Fead O -

| earn about access control and permissions

k. I Cancel | Apply |
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1.2. Configure IIS applications

1.2.1. Application Pools

Launch IIS (Select Start => Programs => Administration tools => IIS)

Under Server name, select expand Application Pools

e Create 3 new applications pools :
- app_data
- app_wam
- app_auth

e  For applications pool “DefaultAppPool “, “app_data”, “app_wam”, “app_auth”, you must
- Select each application pool and click on Advanced Setting

View Help

@-H|# I8

Q_ﬁ Start Page
4 -8 WIN-DRQM3IKHGNP (WIN-T
. Sites

1+ 4 Default Web Site

e

ii;! Application Pools

This page lets you view and manage the list of application pools on the server. Application pocls are

associated with worker processes, contain one or more applications, and provide isolation among different

applications.

Filter: - Go v%showgll Group by: Mo Grouping -

Mame Status .NET CLR V... Managed Pipel... |dentity Applications
Q app_auth Started w40 Integrated ApplicationPoolld.. 0

-_;* app_wam Started va.0 Integrated ApplicationPoolld.. 0

;:‘:’ DefaultAppPool  Started w20 Classic MetworkService 1

- Set .Net CLR versio to v2.0
- Set "Pipeline Mode" value to "Classic"

- Set "Identity" value to "NetworkService"

- If Server is 64 bit, set "Enable 32-Bit applications" to "True

(& Add Application Pool..
Set Application Pool Defaults...
Application Pool Tasks

Stop

wuew

Recycle...

Edit Application Pool
Basic Settings...
Recycling...

Ad\rance? Settings...
Rename

X Remove

fi]

Advanced Settings

4 (General)
MET CLR Version

Queue Length
Start Mode

4 CPU
Limit (percent)
Limit Action

b

Process Model

Enable 32-Bit Applications
Managed Pipeline Mode

Limit Interval (minutes)
Processor Affinity Enabled False
Processor Affinity Mask
Processor Affinity Mask (64-bit ¢ 4204967295

ST
Classic
DefaultAppPool
1000
OnDernand

1]
ModAction

5

4294967295

application pool.

I: Generate Process Model Event L

Identity

Idle Time-out (minutes) 20

Idle Time-out Action Terminate v
Name

[name] The application pool name is the unique identifier for the

OK | | Cancel

Copyright © 2023-2024 SKISS. Tous droits réserveés.
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1.2.2. Convert folder to application

e  Expand “Sites” node then expand “Default Web Site node”
e  Convert those folders to application (right click on each folder, properties and select "Convert to
application" button, then "OK" button)

o

@)
@)
(¢]

accdata_1_7
BAM
Download
Welcome

e  Convert folder data_510 to application (Click right on the folder, properties and select "Convert to
application" button): app_510 must be selected.

1 » WIN-FOFGBAPJK71 » Sites » Default Web Site » data_510 »

File

View Help

Q-2 18 | data_510 Home

.5 Start Page
483 WIN-FIFG84PJKT1 (WIN-FOFG

Filter: + W Go - (G ShowAll | Group by: Area

-[Z)} Application Pools

s
4§D Default Web Site 3& @ 9

4 E Sites ns el
2
b { | data_510 Authentic.. Compression  Default Directory  ErrorPages  Handler
~ |4l Explore Document  Browsing Mapping
Edit Permissions... o=
= = o=
[‘é‘" &o I fophcdion Request  SSL Settings
[ Add Application... g Filtering
. Add Virtual Directory...
Manage Folder >
i Refresh
(.5 Switchto Content View

Copyright © 2023-2024 SKISS. Tous droits réserveés.
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Click on button Select, choose Application pool "app_510" on the combo box and click on "OK"

Site name:  Default Web Site
Path: !

. Applicatimpoet ] Application pook
| [pefauttapppool || selet.. | |app_510 v
Example: sales N )
Physicel peths Properties:
[Cinetpub\wwwrootdata_510 | | . ]
i .Net CLR Version: 2.0
Pass-through authentication ]
[ Comectas. | [ TestSetinger Pipeline mode: Integrated
"] Enable Preload

oK. || Concel

e Redo operation with folder WAM and application pool “app_wam”
e Redo operation with folder auth_1_7 and application pool “app_auth”

Result:

Q-iH|& 8

..\ Start Page
4-93 WIN-FOFGB4PIKT1 (WIN-FIFG
..... )} Application Pools

4-[8] Sites
4 € Default Web Site
b - accdata_1_7
(D auth_17
¥ data_510

LS

/¥ Download

=

{3 WaM

b P Welcome

16
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1.2.3.Compression

e Make sure, that automatic compression is disable:(in Default Web Site, Compression)

q Compression

Use this feature to configure settings for compression of responses, This can improve the perceived
performance of a website greatly and reduce bandwidth-related charges.

[] Enable dynamic content compression

[] Enable static content compression

Configure Home page

o  Select "Welcome" node, double click on "Error Page" button

File  View Help

Q--HIix |8 ? /Welcome Home

Filter: - Go ~ gz Showall |G by:
493 WIN-DRQM3JKHONP (WIN-D | Go - {5y Show Al | Group by: Ares
_;} Application Pools ASP.NET .
4@ Sites 2 A F q
4P Default Web Site 2 RZ 0 03 =%
[+ ,é? accdata_1_7 MET MET .MET Error MET MET Profile  .MET Trust
[>_‘| api_proxy Authorizat.. Compilation Pages Globalization Levels
b auth 17 IS
b+ BAM - : _— _—
D% gata_-‘ll-‘md 5&) ﬁj .@. ) ‘%EE?;]
D‘-E-“ R-t;wn ee Authentic... Compression  Default Directory | ErrorPages | Handler
b "‘5_"‘ ) Document  Browsing by Mappings
b2 RTClientWeb | Configure pages to ret
[ - | static Management
B2F WAM |:|
b -2¥ Welcome
Configurat...
Editor

17
Copyright © 2023-2024 SKISS. Tous droits réserveés.



e Modify the 404 default page

o Select "execute url on this site" and set URL to /welcome/default/start.html

o click on OK button

Status code:

Example: 404 or 404.2

Response Action

() Insert content from static file into the error response

File path:

[] Try to return the error file in the client language

®) Execute a URL on this site

URL (relative to site root);

|fwe|c0mefdefault."start.html

Example: /ErrorPages/40d.aspx

() Respond with a 302 redirect

Absolute URL:

Example: http:/fwww.contoso.com/404.aspx

e Select "Welcome" node, double click on "Handler Mapping" button

e -Hi&e
4 -85 WIN-DROM3IKHONP (WIN-C
.[2} Application Pools
4[] Sites
46D Default Web Site
pé? accdata_1_7
D,“_‘] api_proxy
b-[¥ auth_17
b3 BAM
pé? data_440
pé‘ Download
4
b
b
b
4

(P RT

[ RTClientWeb
[ static

[F WAM

=¥ Welcome

Copyright © 2023-2024 SKISS.

/Welcome Home

Filter: ~ W Go - % Show All | Group by: Area - [
ASP.NET

2 ¢ [ ;

A o e & & I

NET NET .MET Error .NET MET Profile  .NET Trust  App

Authorizat.. Compilation Pages Globalization Levels Se

R 9 L B @

Authentic... Compression  Default Directory  Error Pages
Document  Browsing
Management
Configurat...
Editor

Tous droits réserveés.
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e make a right click then click "Add Script Map"

Add Script Map... .
Add Wildeard Script Tap...
Add Module Mapping...

Edit Feature Permissions...
Revert To Parent
Wiew Crdered List...,

iﬁl Help

Request path: *.htm

Executable. Aspnet_isapi.dll (Should be in C:\Windows\Microsoft.NET\Framework\v2.0.xxx folder)
Name. A descriptive name. (example htm)

e add another new Script Map
Request Path. *.html
Executable. Aspnet_isapi.dll (Should be in C:\Windows\Microsoft.NET\Framework\v2.0.xxx folder)

Name. A descriptive name. (example html)

Copyright © 2023-2024 SKISS. Tous droits réservés.
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1.2.4.Configuring HTTPS

Comnections
Q- T 8
"qj Start Page
A‘j WIN-DROM3JKHCMP (WIN-C
..... J.;f Application Pools

b -[&] Sites
DEEZI Server Farms

Click on main node (with Server name), then double click on "Server Certificates" button

qi! WIN-DRQM3JKHQNP

Filter: - ¥WiGo - g
= .“\
R ¢
MET MET MET Error

Authorizat... Compilatien Pages
2 5 G

> =8 EB&
Machine Key Pages and Providers
Controls

LI

Application  Authentic... Compression
Request R...

= B¢

HTTP ISAPland  ISAPI Filters
Respon..  CGI Restri...

€ || =

Request Se
Filtering | Certifig Icquest and manag

11D D maaaride

Mananerment

Copyright © 2023-2024 SKISS. Tous droits réserveés.
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e Make a right click then click on "Create auto-signed certificate"

Import...

Create Certificate Request...
Complete Certificate Request...

Create Domain Certificate...

| Create Self-Signed Certificate... |

o=

Enable Automatic Rebind of Renewed Certificate

9 Help

e Choose a name and click on OK

Specify Friendly Name

Specify a file name for the certificate request. This information can be sent to a certificate authority for
v signing:

Specify a friendly name for the certificate:

| arKltect-certificate

Select a certificate store for the new certificate:

|Persona| v

[ o R‘J | cancel

=> Certificate is added on the list

Copyright © 2023-2024 SKISS. Tous droits réserveés.
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e Expand "Sites" node, right click on "Default Web Site" then select "Edit Bindings... "

Q- |&H |8
o ?ﬁ Start Page
Aqﬂ WIN-DRCMIIKHQNP (WIN-DROM3JIKHCGMNP Administrator)
----- _@ Application Peools
Aiﬁ Sites

4 E Default Web Sit=L

D--I@ accdata_1_] ﬁl Explore

Diﬁ api_proxy Edit Permissions...
b (¥ auth_1_7
[-[: g ;AM- =" | @ Add Application...
b data_440 &l Add Virtual Directory...
b (¥ Download | EditBindings.. |
D--l@ RT s
D--I@ RTClientWs Manage Website 3
Diﬁ static @ Refresh
b WAM
[ @ Welcome x Remove
Rename

EI Switch to Content View

e Click on "Add..."

Type  Host Name Port P Address Binding Informa... Add.. |
http 20 -

o Set "Type" to "https" and "SSL certificate" with certificate created sooner

e Click on OK then Close

hitp o -
Type: IP address: Port: https I
[ttes v| A Unassigned o|fss |
rotrre

[] Require Server Name Indication

SSL certificate:

[arkitect-certificate | [ select.. View...
[ o %J| Cancel | a

H
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1.3. Configuring SMTP

e Edit file C:\inetpub\wwwroot\Web.config
e  Add your informations under appSettings:

<add key="DomainName" value="http://domaine.com " />
<add key="SMTPServer" value="smtp.email.com"/>

<add key="EMailAddress" value="some@email.com"/>
<add key="EMailPassword" value="password"/>

<add key="SupportEMail" value="admin@email.com"/>

e  EmailAddress and EmailPassword are not mandatory if SMTP doesn't need it
e DomainName can be a DNS or the IP
e SupportEMail is not mandatory. It's a e-mail address where all notifications go.

Web.config example:

<?xml version="1.0"?>
<configuration>
<appSettings>
<add key="ConnectionString" value=" Data Source=SQLINSTANCE;Initial
Catalog=%s;Integrated Security=True;Connect Timeout=40" />
<add key="DomainName" value="Domain" />
<add key="EMailAddress" value="somelemail.com"/>
</appSettings>
<connectionStrings/>
<system.web>
<globalization requestEncoding="utf-8" culture="fr-FR" responseEncoding="utf-
8"/>
</system.web>
</configuration>
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2. Extract Data

2.1. KI Folder

e  Extract/place the Data Server\KI folder
e  Extract/place the Main Server\KlI folder in same folder (merge folders)
e  Right click on the %KI_folder% folder, on properties

v This PC » Local Disk () »

FY

~ Mame Date modified
| inetpub 4/16/2018 4:46
ki K 1/8/2018 8:28
| Perflogs Open 8:52
. Program File Open in new window 211
| .. Program File Share with » [:05,
[/ sources Restore previous versions 71
1 Users Include in library » [381
1. Windows Pin to Start 12:1
BAM.bak 5:56
= Send to 4 _
__| KI_BOT.bak 5:07
= Cut
Copy
| Create shorbcut
Delete
| Rename
L Properties
v | Prop [

e Onthe Security Tab, click on "Edit" button

| General I Sharing | Security | Previous Versions | Customize

Cbject name:  CAKI

GI'OLID ar User names:

~
52 5YSTEM

\% Administrators (WIN-DRQM3JKHGNP Administrators)

< m

To change pemissions, click Edit.

Pemissions for CREATOR
OWNER.

Full control

Modify

Read & execute
List folder contents
Read

Write

For special pemissions or advanced settings,
click Advanced.

ok [Cooa ] [ o |
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e Click on "Add" button

Security

Object name:  C:MEl

GI‘OUD ar User names:

CREATOR OWNER
2, SYSTEM
a.ﬂdministlators WIN-DRQMIJKHQNP* Administrators)
82, Users (WIN-DRQMJKHQNP" Users)
S 11S_IUSRS (WIN-DRIMZIKHANPIS_IUSRS)

Pemissions for CREATOR

OWNER Alow

Full contral

Modify

Read & execute
List folder contents
Read

]DDDDDg

e Click on "Advanced" button

Select this object type:

Users, Groups, or Builtin securty principals

From this location:

WIN-DRGMIJKHGNP

Erter the object names to select (sxamples):

Check Mames
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. Click on "Find Now" button

Select this object type:

Users, Groups, or Built-in security principals | | Cbject Types... |
From this location:

|WIN-DRQM3JKHGNP [ Locations... ]

Common Queries
M amne: Starts with v | |

Descrption: | Starts with v | | m
4
| S |

[] Disabled accounts Stop
] Non expiiing password

Days zince last logon: I:l py

Search results:

e Find and select IIS_IUSRS, then click on "OK"

Select this object type:

|Users, Groups, or Builtin security principals | | Object Types... |
From this location:

[WIN-DRGM3JKHGNP | [ Locations... |

Comman Queries
M ame: Starts with  + | |

Description: | Starts with v | |

[ Disabled accounts Stop
["]MNon expiring password

Days gince last logon: ﬁ‘ﬁy

oK || Cancel

Search results:

MName In Folder
25Guest WIN-DRGM3JK...
M2 Glests WIN-DRGM3JK.
H2 HelpLibraryUp... WIN-DRGMAJK...
82 Hyper-V Admi..  WIN-DRQM3JK...

H2 INTERACTIVE
2 1usr

% Local account
m Local accoun...

H2 LOCAL SERV..
¥ nETwWinRK
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e Click on button "OK"

Select this object type:

Users, Groups, or Built4in security principals

From this location:

WIN-DRGM3JKHQINF

Enter the object names to select (examples):

WIN-DROMIJKHQNPIS IUSRS|

e Set Full Control to this user

Security

Object name:  C:h\inetpub™swwwroot

EI’ﬂUD ar user names:

52 CREATOR OWNER

52 SYSTEM

82, Administrators (WIN-DRAM3JKHQNP  Administrators)
H2, Users (WIN-DRQM3JKHQNP \Users)

H2,115_IUSRS (WIN-DRQM3JKHQNPAIS_IUSRS)

82, TrustedInstaller

Pemissions for 115_ILUSRS

Full control

Modify

Fead & execute
List folder contents
Read
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2.2. FlexLM configuration

e The License system uses a crypted file common to all Servers (BAM, WAM, ...). The path to this file
must be configured. This is an absolutely mandatory step, there's no default path

e Open the file %KI_folder%\FLexLM\persistence.cfg with the notepad and check the path. This must
be a full path (absolute directory+filename) where you want the crypted file to be saved.This must be
an existing path, with write-access granted to the Server processes, and the same directory for all
parts of the same Installation. However different installations on the same computer must use
different pathes.

[ )

Drag and drop %KI_folder%\FlexLM\arKllicenseCSharp.dll file to C:\WINDOWS\assembly

)=

F] =<

Share

JMoveta ™

[icopyto - =hRename fNEW

FlexLM = [E 22
View (2]
B- - HHselectan
= |

X Delete v
Select none
Properties

older o Invert selection

© - 1

« Kl »

FlexLM v & | [Search FlelM o

T Favorites

/8 This PC
7 Desktop

/| Documents

8 Downloads

Name

Date modified

Type

legs File folder

] arllicense.dll

%] arKllicenseCSharp.dil

%] boost_date,_time-vco0-mt-1.47.dll
%] boost_date_time-vcd0-mt-1.49.dll

as

[CEERIE Y

» ThisPC » Local Disk (C:) » Windows » assembly

¢ Favorites

18 This PC

& Desktop

¥l Documents
14 Downloads
U Music

=/ Pictures
 Videos
2, Local Disk (C:)

Assembly Name

=81 Accessibility
4£1ADODB

481 AspNetMMCExt
181 ComSvcConfig
8 cscompmgd

31 CustomMearshalers
81 CustomMarshalers
i dfsve

S&IEnDTE
+A1EnVDTE00

B FuDTERD

Version
2000

Public Key Token
b03f5f7f11d50a3a
b03f3f7f11d50a3a
bO3f57F11d50a3a
b03f5f7f11d50a3a
b03f3f7f11d50a3a
bO3f57F11d50a3a
b03f5f7f11d50a3a
b03f3f7f11d50a3a
bO3f57F11d50a3a
b03f3f7f11d50a3a
KOSFTF11d50a%a

e Register path of %KI_folder%\FLexLM folder in global variable
e  Restart the Server

To secure our application, we use FlexLM. License is checked on server side during authentication.

Licenses are placed in KI/Flex folder as a *.lic files. For every BS.

To get such license administrator must create BS in BAM, press edit button on it and send BS_Id to Kl support.
Also he should tell number of licenses (or floting licenses).

While licenses determine number of users, which can have access to client - floating licenses determine
number of users which can be connected at the same time. But in that case number of registered users is not
restricted.

FlexNet Publisher (formerly known as FLEXIm) is a software license manager from Flexera Software which
implements

license management and is intended to be used in corporate environments to provide floating licenses to
multiple end

users of computer software.
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2.3. Install_Dir Key

This chapter is mandatory only if %KI_folder% path is not on C:\KI

e Open acommand prompt and enter this command

reg add "HKEY_LOCAL_MACHINE\SOFTWARE\Knowledge Inside\Server"

C:sllserssAdministrateurreg add "HHKEY_LOCAL_MACHIMESS0OFTWARE“Knowledge Inside“Se

e  Open the Run Command thanks to shortcut Windows key + R

e Type "regedit" and click on "OK"

Run -

=== Typethe name of a program, folder, document, or Internet
resource, and Windows will open it for you.
Open: | regeditl W

B This task will be created with administrative privileges.

0] Cancel Browse...

W

e In HKEY_LOCAL_MACHINE\SOFTWARE\Knowledge Inside\Server folder, add a new string nammed
Install_Dir (right click/string value)

g Registry Editor
File Edit View Favorites Help

a8 Computer Mame Type Data
B~ | HKEY_CLASSES_ROOT REG_SZ
b~ || HKEY_CURRENT_USER
4. | HKEY_LOCAL_MACHINE
b 1) BCDOODODOOD
b - |, HARDWARE
Bl SAM
L || SECURITY
4. |, SOFTWARE
Classes
Clients pow b &
FileZilla 3 | StingValue
Knowledge Inside hy

[

Binary Value
Senver DWORD (32-bit) Value
Micrasoft .
Mozilla QWORD (64-bit) Value
ODBC Multi-5tring Value

Policies Expandable 5tring Value
RegisteredApplications

bl WowB432Node

29
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o Define the path where Kl folder will be placed
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3. Configure SQL Server

e Launch SQL Server Management Studio
o Click on "New Query", copy this script :

Sp_configure 'show advanced options', 1
GO

RECONFIGURE

GO

Sp_configure 'xp cmdshell', 1

GO

RECONFIGURE

GO

o Click on « Execute »

3.1. Add user and authorization

Create a new user thanks to a right click on Security/Logins and New Login... button

+ [ Databases

- [ Security
R Logins
+ [ Zerver Ral Mew Lagin...
+ [ Credential Filter R
+ [ Server Object:
# [ Replicatian Start Powershell
+ [ Management Peroer ,
Refresh
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e Add user NT AUTHORITY\NETWORK SERVICE for an English server; AUTORITE NT\SERVICE RESEAU for

a French server (don't forget the E on word RESEAU)

Sielaiiliea EE Scrpt - Help

A General

1 Server Roles

& User Mapping Lagin name: [NT AUTHORITY\NE Tw/ORK SERVICE] || search..

% Securables

ﬁ Ctatus ® windows authentication
() 50L Server authentication

Pazzword:

Confirm password:

] Specify old password

(T ) [ |

Give all right to this user (Server Roles and check all roles)

Select a page

Scrpt + 13 Help
A General =

A Server Roles
# User Mapping Serverrole iz uzed to grant server-wide secunity privileges to a user.

A Seourables

A Status

Server rales:

[w] bulkadmin
[w] dbereator

[w] diskadmin
[w] processadmin
[w] public

[w] securityadrmin
[w] serveradmin
[] =etupadmin
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e Add user NT AUTHORITY\IUSR for an English server; AUTORITE NT\IUSR for a French server, and give

all right to this user

3.2. Restore KI_BOT

Copy file Main Server 1.8\Main Server\BAM.bak to SQL Server Backup folder
Click right on Databases, Restore database

o} Databases

+ [ Securi Meww Database..,
SERVEr

i . Attach..,

+ [ Replic

# [ Manar Restare Datahase...

Restore Files and Filegroups...

Ceploy Data-tier Application..,
Import Data-tier Application...

Start PowwerShell

Repaorts 2

Refresh

Select Source/Device and browse to select file KI_BOT.bak file

iz Restore Database - KI_BOT ==
'@ Ready
Select a page 5 Seript + | [ Help
4 General
B Files Source
& Options
) Datahase:
® Device: |CivPrograrm FilestMicrosoft SOL ServeAMSSQLTT SQLEXPRESSWMSSOL | EI
Database: |K|_BOT "|
Destination
Database: |KLBOT V|
Restore to: |The last backup taken (Maonday, January 12, 2015 5:07:47 P‘ | Tirneline... |

Restare plan
Backup sets to restare:

Restore  Mame Component  Twpe  Server Database  Position  Fil
| BOT-Full Database Backup  Database Full  IONCORPSENSOLEXPRESS  KIBOT 1 &

Connection

Al w00 ©nl CvRDEee

Select Files page and set database path to %SQL_Data_Path%\KI_BOT.mdf and log path to %SQL_Data_Path%

KI_BOT_log.ldf,
Example: C:\Program Files\Microsoft SQL Server\MSSQL11.SQLEXPRESS\MSSQL\DATA\KI_BOT_1.Idf
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S Restore Database - KI_BOT == =

0 Ready

Select a page Fscript + | [ Help

& General

A

12 Files Restare database files as
& Qptions

[] Relocate all files to folder

Data file folder : ChPrograrn Files\Microsoft SOL ServerybASS0LTT SOLEXPRESSMSSOLDATA,

Laog file faolder: ChPrograrn Files\Microsoft SOL ServerybASS0LTT SOLEXPRESSMSSOLDATA,
Logical File Mame  File Type Qriginal File ... Restore As
KI_BOT Rows Data ch\Progra.. Ci\Program Files\Microsoft SOL Server\hS30L11.S0LEXPRESSWMSSQLNDATANKI_BOT.mdf [
KI_BEOT log Log cihProgra.. ChPrograrn Files\Microsoft SOL ServeriWSSQLT1.SQLEXPRESSNMESOLADATANK] BOT log.ldf [

3.3. Restore BAM

Restore BAM database thanks to Main Server/BAM.bak file.
The process to restore this database is the same as KI_BOT

3.4. Install osql

Check if osqgl is known by your system:
Open a command prompt and enter the command osql : must return message "Error : no user selected"

Administrator: Command Prompt

svUserssAdministratorosgl
rror: No user selected. Try with —U or -E switches

slUserssAdministrator_

If the command return a message « ‘osql’ is not recognized »

Administrator: Commmand Prompt

C:sUserssAdministratorrosgl
‘osgl’ is not recognized as an internal or external command,
operable program or bhatch file.

C=sUserssAdministrator>_

Set path (in Windows Global Variables) like C:\Program Files\Microsoft SQL Server\100\Tools\Binn\ directory,
where OSQL.exe is located.

34
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3.5. Microsoft SQL server 2012 add-on
MS SQL server 2012 doesn’t guarantee sequential numbers for Identity fields.
So we need to reseed the BS ID on each server start (other sequential numbers are not critical). To install the
automatic fix for this issue run procedure from this file in SQL manager:
SQLServer2012fix.sql

3.6. Connection to IIS
If your SQ Server instance isn't named as "SQLEXPRESS", you have to modify C:/inetpub/wwwroot/Web.config
file
<add key="ConnectionString" value=" Data Source=SQL INSTANCE NAME;Initial
Catalog=%s;Integrated Security=True;Connect Timeout=40" />

Update " SQL INSTANCE NAME "with your instance name

If you have one server to host only SQL part and one server to host everything else,you have to modify

C:/inetpub/wwwroot/Web.config file with such format:
<add key="ConnectionString" value=" Data Source=.\SQLExpress;Initial
Catalog=%s;User ID=USER SQL;Password=PASS SQL" />

4. Configure ODBC connection

While the SQL Server installation maybe be 64-bits itself, the Data Server is 32-bits and so requires a 32-bits
ODBC connection. The setup is very simple and standard.

1. Run the 32-bits ODBC configuration panel. On a 32-bits Windows, it's accessible from the Control
Panel (Administrative Tools -> Data Sources (ODBC)). On a 64-bits Windows, run this command, to be
adapted to your Windows installation:

C:\Windows\SysWOW64\odbcad32.exe

2. Add a new System DSN using the SQLServer driver shipped with SQL Server (version may differ from
screenshot)
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ﬂ ODBC Data Source Administrator E |

UserDSH - System DSN | File D5M I Driversl Tran::ingl Connectior F"Du:-lingl Ahout I

Syztem Data Sources:
e ...

Mame: | Diriver | "

Bemove |
Configure. .. |

&n ODBC Svstern data zource stores information about how to connect to
D; the indicated data provider. & System data source iz vizible to all users
an thiz maching, including MT services.

] | Cancel | Apply | Help

Create New Data Source E |

Select a driver far which pou want to zet up a data zource.

: M ame | W ﬂ
E‘ Mizrozoft Paradox-Treiber (.db ) E.
:_j_ Micrazaft Test Driver [* kst " cav)] E.
el Micrazaft Test-Treiber [*tat; *cav] G
Microzoft Wisual FoxPro Driver 1.
Microzaft Vizual FoxPra-Treiber 1.
E.
2
3
< Back Finizh Cancel

Copyright © 2023-2024 SKISS. Tous droits réservés.



Create a Mew Data Source bo SOL Server E |

Thig wizard will help pow create an ODBC data source that pou can use to connect o
Y SOL Server.

F -

Byt "
S0L Serverz2o1z

YWhat name do pou want to uge to refer to the data source?

M amne: ||

How do pou want to dezcribe the data source?

Description: |

YWhich SOL Server do you want to connect ta?

Server I vl

Firizh Hewt = Cancel Help

o Name: choose a name (with no space, no special character) and remember it, it will be used
later.

o Description: Optional field, any content is valid

o Server: the same as the server name used to connect the SQL Server with SQL Server
Management Studio

Create a New Data Source to SOL Server

- Howe should SOL Server verify the authenticity of the login 107
=

e = With Integrated Windows authentication.
SQL Serverzoz

SEN (D ptionall |

®| L Server authentication using a login 1D and password entered by the

Login 1D: Imvm \

Pazzwaord: |n o

< Back I Mext > I Cancel | Help |

Select SQL Server autehntication and enter a valid login and password for SQL Server. They are not
bound to accounts and won't be transferred to any other program (neither client nor server).
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Microsoft SQL Server DEN Configuration -

["] Change the default database to:

:@h [Crefault]

'“5,(3[ Seéver 2012 tdirror zerver:

SPM for mirrar zerver [Optional]:

[ ] &ttach database filename:

[ Use ANSI quated identifiers.
Uze AMSI nulls, paddingz and warnings.
Application intent;

| READWRITE v
[ ] Multi-zubnet failover.

| < Back || Meuxt » || Carcel || Help

uncheck "Use ANSI quoted identifiers"

Create a New Data Source to SOL Server E
= [~ Change the language of SAL Server system messages bo:

: [ (Defau) []

y:
[~ Use strol i ata
[~ Perform translation for character dats

[~ Use regional settings when outputting currency, numbers, dates and times.

Moot

SOL Serverzo1z

[~ Save long running queries bo the log file:

IEI"\USEISU\DM|N|~1 v ppDatatlocalhTemph24GLUEI Browse... |

Long quer time [millizeconds): |3|:|E|DE|

[ Log ODBEC driver statistics to the log file:
|I::\L|$ers\.t'-“«DMINI’”1 “AppDatatlocalhTemph2ySTAT Browse... |

< Back I Finizh I Cancel | Help I

Unless you really refuse to use Unicode on database (see Data Server config options below), which
would be a somehow bad idea, uncheck the Perform translation for character data option.Then finish
the ODBC configuration.
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5. Configure Data Server

The Data Server it

self must be configured according to the preceding ODBC configuration. Edit data files (last

version is C:\inetpub\wwwroot\data_510\web.config)

Here's an example of the part of the file where the configuration is to be done:

<appSettings
<add
<add
<add

<!--

<add

value="DBMS=

£8=1;casesen
=0"/>

<add

<add

<!l--

<add

</appSetti

>
key="LogSQL" value="False"/>
key="ErrFile" value="arki connector release"/>
key="EventType" value="KI.Connector"/>

Examples of connection string -->
key="JpdConf"

MSSQLServer; login=sa;password=password; server=SERVERINSTANCE; ut
sitive=1;dsn=arki;boundparam=1;notablecheck=1;cachetable=1;bulk

key="JpdLogLevel" value="3"/>
key="JpdAppId" value="log release"/>
0 = false, 1 = true, default = true -->
key="BufferedLog" value="1"/>

ngs>

e JpdLoglevel : the lower the value is, the more verbose the log is.

@)

-1 All Logs, 0 Trace (Almost Everything), 2 Info (Except Trace), 3 Warnings (Except Trace &
Info), 4 Errors only, 99 No logs

e IpdAppld : prefix for the log files, usefull when several servers are installed on the same machine

e JpdConf
(@]

O

: a key-value list separated by semicolons. Possible keys and values are :

DBMS : mandatory. What Database you use. Currently only MSSQLServer is known to be
workable. Other values are: Access, Oracle, MySQL, PostGreSQL

login : the same as for the ODBC configuration. An active account on the Database, with
sufficent rights to create tables and write into them. Some simple DB like Access may not
require it.

password : relative to the login, the same as for the ODBC configuration. Security alert: the
password is readable as-is in the file, so don't use an admin account here.

server : the server where the SQL Server is installed, the same as for the ODBC configuration.
Some simple DB like Access may not require it.

port : in case the server info is not enough, you can also set port (an integer). Not used for
SQL Server

utf8 : 0 or 1, to disable or enable the use of Unicode instead of Locale Encoding. Default is O,
but 1 is highly recommanded if you use non-ASClI data.

casesensitive : default is 0 and 1 makes string comparisons case-sensitive.

dsn : mandatory. the name of the DSN configured in previous step.

boundparam : if O (default is 0), values are written as-is in SQL commands. Otherwise they
are sent programatically. Does not affects logs where the SQL commands always contains
values as-is. Is more or less a speed improvement depending on the Database used. Setting to
1is highly recommanded for SQL Server.

notablecheck : Set it to 0 (default) for debug, as it's safiest value, and to 1 for production.
Skips some runtime checks around tables format.

cachetable : Similar to notablecheck, but disables still more runtime checks around tables
format.

39
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o bulk: 1to enable Bulk insertion for multi-row data. Default value of 0 is recommanded for
safety.

o maxinsert : Ignored if bulk is 1. If bulk is 0, overrides the maximum rows inserted at same
time with a multi-insert command. In case multi-insert is not supported by the Database
(SQLServer older than 2012 does not support multi-insert), set this value to 1. Default is 96.

Copyright © 2023-2024 SKISS. Tous droits réservés.

40



6. SVN

e Create a new folder "SvnConfig" under FileStorage folder
e Create a new folder "tempForSVN" under KI\Flles folder

Expected result:

Automation
CrashReports
DBBackups
ExcelFiles
Files
ICONS
tempForSVN
FileStorage
SuperSVNRepo
SvnConfig
FlexLM
Logs
RegisterEvents
ServerInstaller

It is mandatory to disable windows indexing service for the SVN repository folder(ie

KI\FileStorage\SuperSVNRepo)

“ SuperSVNRepo Properties

Generel | Sharing | Securty | Previous Versions | Customize | Acronis Recovery |

==

J SuperSVNRepo

Type: File folder

Location: CAKINFileStorage

Size: 138 MB (145213 258 bytes)
Size on disk: 198 MB (208 220 160 bytes)

Contains: 20051 Files, 26 Folders
Created: 15 oxteEps 2014r., 14:08:45

Attributes

T

[ Hidden Advanced... 3|

iead-only {Only applies to files in folder}

A vanced Attributes =

Chaase the settings you want for this folder.

When you dick OK or Apply on the Properties dislog, you will be
asked if you want the changes to affect all subfolders and files
as well.

Archive and Index attributes

|| Folder is ready for archivina

1__|Allow files in this folder to have contents indexed in addition to file
Droperties

Compress or Encrypt attributes
[ Compress contents to save disk space
[] Encrypt contents to secure data

If KI folder is not installed on C:\, a key must be added in data web.config file (current is data_410/web.config)

<add key="FileStorage" value="D:\KI\FileStorage\SuperSVNRepo"/>
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7. Configure BAM

e Check, that BAM and WAM works. (http://localhost/BAM and http://localhost/WAM)
o Login to BAM. And change default password.
o Login: user
o Password: password
o Password can be changed in menu Misc -> BAM Administrator

e Add new server (Advanced/Servers)
o Path must be like DataServName
o Uncheck the option « Check server connection before adding new server"

e Add a new BuisnessSpace (BSs/New) and choose ArKltect Version v1.2

m B3s Statistic Licenses Advanced

Mew =
| Uiewﬂﬂndi% Name
I sener
[v12 -

I Comments

Server

il il 1l

Group

I EI Contact

V¥ Activats BS Mew |

e Click on BS/Information

L!J BSs || Statistic

MNewy

I View/Modify
-I Information &

e Select your Business Space in the the combo list
e Add this code in the textarea (customize path to svn if need) :
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http://localhost/BAM
http://localhost/WAM

<info>
<revisionsvn url="file:///C:/KI/FileStorage/SuperSVNRepo" login=""

password=""/>

<arkitectsvn url="file:///C:/KI/FileStorage/SuperSVNRepo" login=""
password=""/>
</info>

e Click on "Save"

B3
BS :] Smf |
<info>

<revisionsvn url="file:///C:/KI/FileStorage
/Super3VNRepo” login="" passvord=""/>
<arkitectsvn url="file:///C:/KI/FileStorage
/Super3VNRepo” login="" passvord=""/>
</ info>|
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8. Setup automated Saved Copy task

e  Configure KI\DailyCopyManager\'config.ini' file - setup proper SQL server connection

e Add a new task to Task Scheduler

1. Run Task Scheduler (find in Windows -> start printing Task Scheduler -> Select and run 'Task
Scheduler')

2. Import the sample task provided - use '_taskScheduler_sample.xml'
In tab Action there should be:

Action: Start a program
Program/script: cmd

Add arguments (optional): /C python.exe performDailyCopy.py >> log_dailyCopy.txt 2>&1
Start in(optional): empty but should be set to working directory (i.e. where
performDailyCopy.py is Icoated)

Modify imported daily task:

- rename daily task to identify it easily

- set proper working directory - Start in(optional)

- ensure that output log file of the process 'log_dailyCopy.txt' is put into
'C:\KI\Logs\DailyCopyManager\' or whatever folder is defined for server log

-in 'Triggers' tab set appropriate activation time and regularity (every day, recommended
time for activation is about 9p.m.)

3. Test task for proper connection with 'testConnection.py'

Put 'testConnection.py' instead 'performDailyCopy.py' in the arguments of the task, run task and see
the log for results

If errors appear, please refer to this readme.txt or address the supplier

4. After a test accomplishes successfully, put back 'performDailyCopy.py' and save the task, check that all
options are set correctly.

5. One day later - go to logs and check 'log_dailyCopy.txt' file to see whether daily copies were created
successfully

9. Install and configure Tornado server (Optional)

9.1. Configure Tornado
9.1.1.Install IIS URL rewriting

e if your server is 32 bit:
Install Request router thanks to file Data Server\bin\requestRouter_x86.msi
Install URL rewrite thanks to file file Data Server\bin\rewrite_x86_en-US.msi
o if your server is 64 bit

Install Request router thanks to file Data Server\bin\requestRouter_amd64.msi

44
Copyright © 2023-2024 SKISS. Tous droits réservés.



Install URL rewrite thanks to file file Data Server\bin\rewrite_amd64.msi

Check that URL rewrite is well added in IS feature list
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9.1.2. Tornado configuration

Edit file %KI_folder%/REST_api/Server/config.ini:

e  Modify connectionString and connectionStringSQL to fill DSN, USER, PASSWORD and SERVERNAME

connectionString=DBMS=MSSQLServer; login=USER;password=PASSWORD; server=SERVERNAME; ut

f8=1;casesensitive=1;dsn=DSN;boundparam=1;notablecheck=1;cachetable=1;bulk=0

connectionStringSQL=dsn=DSN; UID=USER; PWD=PASSWORD

e Edit also LogsDirectory to set the good KI_Folder path.
e Complete SMTP information:

SMTPserver= SMTP_ SERVER ADDRESS
SMTPport=25

SMTPsender= EMAIL ADDRESS SENDER
SMTPuser= SMTP USER NAME
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SMTPpassword= SMTP PASSWORD

9.1.3. Python

Replace Python27 folder

Rename your python folder (usually C:\Python27) to C:\Python27_back
Unzip folder Data Server\Python27.zip in same path.

Install pywin32

Run file Data Server\bin\pywin32-227.win32-py2.7.exe

9.1.4.Run Tornado

e open a command prompt as administrator and go to %KI_FOLDER%\REST _api\Server
e run this command

python tornadoService.py install

e goto 'services' and setup to run "arKitect Web server Service (Tornado)" automatically then run it
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